


SECURITY CONSIDERATIONS 
FOR OFFERING DEBIT AT POINT OF SALE KIOSKS 

 
An increasingly popular payment method – debit at the point of sale (POS)2 kiosks – 
offer benefits for consumers, merchants, banks and networks. Users benefit from added 
convenience, because paying with a debit card is faster than waiting in line to pay by cash 
or check. It’s also safer than carrying cash. 
 
Debit transactions also typically are less costly and easier to handle than paper 
transactions. 

VERIFYING THE CARDHOLDER’S IDENTITY 
When an institution decides to offer customers a direct payment option, one of the first 
questions that comes up concerns protection (i.e., cardholder identification and card 
verification). In a debit transaction, funds are transferred directly from the customer’s 
account to the merchant’s account; hence the institution must take extraordinary 
measures to protect the account holders from any attempts at fraud.  Chances are the 
institution will answer these concerns by requiring a PIN (Personal Identification 
Number), to identify the cardholder and verify the debit card.  The PIN can either be 
selected by the cardholder or assigned by the institution when the debit card is issued, 
depending on the program. For security reasons, the number is known only to the 
cardholder and to the card issuer’s computer system. 

DURING A DEBT TRANSACTION  
When the customer is ready to pay, the PIN acts as an electronic signature, identifying 
the customer as the true holder of the card.  The cardholder enters the PIN into a Secure 
Pin Entry Device (SPED) “keypad” attached to the POS kiosk.  The PIN is encrypted by 
the SPED and sent through the POS communication network for delivery to the host 
computer.  At the host computer, the PIN is decrypted and compared to the customer’s 
recorded PIN to verify the customer’s identity (see Figure 1 below).   
 

                                                 
2 In Canada, Interac defines this electronic transaction as an Interac Direct Payment (IDP).  Interac Association is the Canadian 
organization responsible for the development and operation of a national network of two shared electronic financial services: Shared 
Cash Dispensing (“SCD”) at automated banking machines (“ABMs”) and Interac Direct Payment (“IDP”), Canada’s national debit 
service.  MGR Industries SPED is certified by Moneris Solutions for IDP transactions. 
 

 





UNDERSTANDING PINS AND PINPAD SECURITY IN 
DEBT TRANSACTIONS

 



SAFEGARDING THE PIN 
POS payment systems provide PIN protection through software and hardware features 
that are designed expressly to guard the PIN and encryption keys during the transaction. 
Typically, this protection is accomplished through an integrated SPED. 
 
A SPED is a secure PIN-entry device that allows cardholders to key in their PINs in 
privacy.  SPEDs safeguard the PIN from the time the cardholder enters the number 
through its processing in the POS system; the SPED encrypts the number before it leaves 
the local terminal for remote verification. 
 
Among many standards, the Kiosk manufacturer must make sure that the product they 
integrate into their kiosk conforms to ISO 9564-1& 2002E standards, which state, “The 
pin entry device shall be designed or installed so that the customer can prevent others 
from observing the PIN value as it is being entered”.  (Section 5.4) 

TYPES OF PIN VERIFICATION 
The banking industry uses two different methods to verify the cardholder’s identity at the 
point of sale: remote host (or online) PIN verification3 and local (or offline) PIN 
verification4.   Regardless of the verification method used, once a PIN has been entered 
into the payment system, it must be protected against disclosure.  As soon as the 
transaction has completed, the POS terminal must permanently and completely 
erase/delete the PIN from its memory.  The method used will depend on the type of 
program offered through the bank.  
 
The MGR SPED supports online PIN verification only! 

PIN PROTECTION: A FUNCTION OF SOFTWARE 
SPEDs provide protection for the PIN through various software functions, including PIN 
management, key management encryption, PIN blocks, and authentication codes. The 
MGR SPED uses all of these functions to protect the PIN. 
 
Before discussing these functions in more detail, it is helpful to first have an 
understanding of the terms as they relate to SPED management. 
 

                                                 
3 Online PIN verification is used by most payment networks.  With this method, the PIN is entered at the 
point of sale, encrypted, and transmitted through the POS system over the transaction communications 
network to the host computer.  The host receives the PIN, compares it to the PIN information stored in its 
database and sends the comparison results back to the POS terminal.  Once positive customer identification 
is established, an online debit transaction occurs in real-time, immediately verifying funds in the 
customer’s bank account.  Settlement typically occurs in the evening.  If the funds are not available or the 
PIN is rejected, a transaction does not take place.  
 
4 With offline PIN verification, a cardholder-entered PIN is compared to a reference PIN stored in a secure 
location on the card’s chip, which then returns a pass or fail indicator to the device.  

 



REFERENCE GUIDE5

ENCRYPTION 
Encryption, a modern day version of scrambling, protects the PIN as it flows through the 
system and network by making it electronically unrecognizable. (Encrypted data is 
sometimes referred to as a cipher text or cryptogram.) The SPED encrypts a PIN before 
sending it through the transaction communications network to the host computer for 
verification. In this manner, the PIN is not exposed during its transfer to the host 
computer. 
 
At the host end, the PIN is decrypted to complete the verification. Decryption is reverse 
encryption, where the data or encrypted PIN is made recognizable again. Decryption can 
be carried out only by the party who holds the same secret key used to encrypt the data. 
In a debit transaction, the host computer must decrypt the encrypted PIN before it can 
verify data. 

DES 
The most popular data encryption standard in use today is DES (Data Encryption 
Standard), which defines the Data Encryption Algorithm (DEA) used to encrypt data. 
DES is the primary algorithm used for encryption in nearly all banking systems and 
SPEDs. 
 
In brief, DES relies on a Secret Key (or Keys) to manage the encryption function and 
allow encrypted data to be read and processed at the receiving end. Both the ISO and 
ANSI committees endorse the DES standard. 
 
This data encryption standard has been enhanced by the triple DES standard.   

TRIPLE DES 
A security enhancement of single-DES encryption that employs three separate 64-bit 
single-DES block operations.  Different versions use either two or three unique DES 
keys. This enhancement is considered to increase resistance to known cryptographic 
attacks by increasing the effective key length. 

KEY 
A Key is a password or other secret information needed to encode a message and decode 
an encrypted message. For debit transactions, the Key is used to encrypt the PIN or other 
security data.  Only the party that holds the matching key can decrypt the PIN and 
recognize its value for verification purposes. 
 
Under the DES encryption algorithm, a Key is 64 bits long – 56 bits of the actual key 
plus 8 parity bits.  Typically, a key is presented in 16 hexadecimals ASCII characters, 
representing 64 binary bits. 
                                                 
5 Portions of this reference guide have been borrowed from the Verifone White Paper “Understanding PINs 
and PINPad Security in Debit Transactions” 
 

 



PIN BLOCK 
A PIN is normally represented as a four-digit number. However, if this number were to 
be encrypted on its own, it would present an easy target for a determined “cracker.” To 
provide better protection, most systems first combine the PIN with other data to create 
larger, more complex numbers, often ranging from 16 to 32 digits.  This augmented 
number is referred to as a PIN block. 

PIN MANAGEMENT FUNCTIONS 
PIN management defines the functions required to process a PIN, from its generation and 
issuance through its lifetime.  This document addresses only those functions involving 
the PIN from the time it is entered into a SPED until it is sent to the host computer for 
verification. 
 
One of the first functions of PIN management is to determine the PIN block, formed by 
combining the customer’s PIN and account numbers through methods defined in ANSI 
X9.8, ANSI X9.52, X3.92, and X9.24 

KEY MAMAGEMENT SCHEMES 
The Key management scheme defines functions pertaining to the PIN: creating 
encryption Keys, using Keys for PIN encryption, changing keys, injecting an Initial Key 
or Master Key into a PINpad, transporting Keys securely, protecting Keys during the 
transaction, and destroying Keys. 
The most popular Key management schemes are: 
� Master/Session Key 
� Derived Unique Key Per Transaction (DUKPT) 

MASTER/SESSION KEY MANAGEMENT 
Master/Session Key Management is a common Key management method.  It is used in 
POS SPEDs and in automated banking machines (ABMs). This management system 
requires the PIN Encryption Key or Working Key to remain the same for an entire 
transaction session.  The session could be a day a week, a month, or any other period of 
time set by the host computer. 
 
In Master Key Management, before a SPED is deployed into the field, a Master Key is 
injected into it that allows the SPED to decrypt new keys as they are downloaded.  
Because this key is permanently stored in the SPED’s memory, its integrity must be 
guarded securely over the lifetime of the device.  (NOTE: The MGR SPED utilizes 
special hardware security features to prevent intrusion into the system or disclosure of the 
Master Key by unauthorized persons. 
 
At the start of a transaction session, the host downloads a unique PIN Encryption KEY or 
Working Key – also called a PIN Key, Session Key or Transaction Key – over the 
transaction communications network to the POS payment system.  To ensure the integrity 
of the Working Key during the download process, the host computer first encrypts it 
using a Master Key.  This step prevents unauthorized persons from deciphering the value 

 



of the Working Key, should they manage to intercept it. A Master Key is also known as a 
Key Encrypting Key or Key Exchange Key (KEK). 

DUKPT KEY MANAGEMENT 
DUKPT (Derived Unique Key Per Transaction) is a Key management method that 
requires each SPED to have a unique Initial Key and every transaction to have a unique 
Transaction Key, or Working Key.  Recommended by Visa International in the late 
1980s, this method is gaining wide acceptance by financial institutions around the world. 
 
To determine the Initial Key, DUKPT uses a Derived Key – or Derivative Key – created 
from the Host Key and the SPED’s unique serial number.  The bank or the financial 
institution injects the resulting Initial Key into the SPED before it is deployed and 
installed at the merchant location. 
 
Other types of Key management will allow a SPED to change its working Key on a per 
transaction basis.  However, DUKPT ensures that the POS system and host remain 
synchronized throughout the transaction. 

DUKPT OFFERS UNIQUE ADVANTAGES 
DUKPT eliminates the need to manage a cumbersome process in order to frequently 
change the Working Keys. Instead of depending on a single “master” Key secured in the 
SPED’s memory, DUKPT uses a Working Key that is changed with each transaction.  
Thus, if someone were able to read a Working Key in a DUKPT SPED, only the 
immediate transaction would be compromised.  PINs from the previous transaction and 
the next transaction would remain secure. 

MESSAGE AUTHENTICATION CODES: ANOTHER LEVEL OF 
PROTECTION 
In addition to management Keys and PIN keys, the MGR SPED software offers another 
level of protection through a Message Authentication Code (MAC), which will uncover 
any act of tampering with the transaction data.  Basically, the MAC is an authentication 
code sent by the message originator (the POS payment system) to the message recipient 
(the host computer) “sealing” the data packet. The MAC serves two main purposes: 
� Allows the host computer to confirm that the contents of the message have not 

been altered during its transfer across the transaction communication network. 
� Confirms the message has been sent by the correct payment terminal. 

 
The host receives the message with the attached MAC and, using a shared MAC Key, 
recompiles the MAC’s value.  Next it compares the results to the original MAC.  If the 
values match, the host knows the message (1) was not altered during its transmission and 
(2) was sent from the correct payment terminal.  If the values differ, the host will reject 
the transaction message, sending a response to the payment terminal that indicates an 
incorrect MAC was received.  The host, in initiating messages to the POS payment 
system, uses the same procedure.  The payment system determines whether to accept the 
message based on the MAC value received versus the value it computes. 

 



MAC KEY 
In computing the MAC, the POS system generates the transaction message and, before 
transmitting it to the host computer, delivers it to the SPED.  The SPED determines the 
MAC using a standard MAC generation software (which incorporates DES encryption 
and the MAC Key), then attaches the MAC to the message and sends it back to the 
payment terminal for transmission to the host computer. 
 
The MAC is normally computed using a shared DES security Key, called the MAC Key, 
which is known only to the sending and receiving parties.  This measure prevents 
unauthorized parties from altering the MAC or creating a new MAC for the message.  If 
someone were to attempt to alter the packet data, the MAC value stamped on the 
transaction would become invalid, because the host computer would detect that it had 
been tampered with.   
 
For security reasons, the SPED rather than the POS payment system generates the MAC. 

SPED PROTECTION: A FUNCTION OF HARDWARE 
One of the primary functions of the SPED is to provide for the secure, private entry of the 
customer PIN. To this end, SPED hardware offers a range of physical protection that 
prevents intrusion into the system and inhibits access to its resident functions. 
 
The market place accepts several levels of SPED physical security, which comply with 
various standards and network rules.  A basic requirement in every SPED is that all PIN 
preprocessing must occur in the protected SPED rather than the terminal software: 
 

1. Secured SPEDs 
This type of protection provides security sufficient to restrict access to the 
electronics that process PINs or secret Keys.  The goal of the secured is to 
keep costs down while providing adequate levels of protection. 
 

2. Secure Chip Based and Other High-Security SPEDs 
The most common of this category are SPEDs that use a security chip with 
a processor, memory and the data/address bus.  Encryption Keys are 
stored in the chip and PIN processing is done locally. (Security data does 
not leave the chip.) Many new SPEDs use security chip as a secured 
hardware and, increasingly, financial institutions require this level of 
physical security. High security SPEDs also may use various other 
technologies to provide high-level protection that can both detect and 
protect against tampering.   
 
The MGR SPED uses a “secure chip based” system.  

 



KEY LOADING TOOLS AND HOST SECURITY MODULES 

MASTER KEY INJECTION MODULE 
Most PIN and Key management methods require the SPED to be injected with a Master 
Key, Initial Key or other secret code before the entry device is deployed in the field.  This 
creates another important security consideration: how to protect these Keys during their 
creation and injection into the SPED. 
 
Secure software packages, which runs on a PC, allows financial institutions to create and 
inject master keys into the MGR SPED with maximum security. 
 
In creating a Master Key, the injection program requires two or more authorized 
individuals from the financial institution to enter separate components of the Key into the 
PC.  The program combines these components and performs a logical XOR on them to 
determine the secret Master Key.  The SPED is then connected to the PC using special 
adapter cables and is electronically injected with the Master Key. 
 
A similar procedure of entering the Master Key through two or more discrete components 
is used to install the Master Key into the security module on the host side.  This method 
of controlling the Master Key is referred as the dual-control personnel procedure. 
 

 
MGR Industries DOES NOT inject keys or offer key injection software 

 

HOST SECURITY MODULES 
The host security module is a physical secured hardware box attached to the host to 
protect the security Keys (Master Keys and others) stored in secured memory.  The host 
security module provides all encryption and decryption functions for PIN verification 
purposes.  The module normally is connected to the host computer through a serial RS-
232 port. 
 
Typically, different host security modules support different Key Management and PIN 
management methods.  Hence, it is extremely important to confirm with the bank or 
network operator what type of Key management PIN management are used in its host 
security module. 
 
The host security module and the SPED must use the same PIN management method, 
same Key management method, and same Master (or Initial) Keys for the online PIN 
verification and MAC functions to work on the transaction communications network. 
 

 



GLOSSARY1

 
AC Alternating Current; used as a primary source of 

power by power packs and power supplies. 
 
ACK Acknowledgement; the acknowledgement control 

character sent from one device to another to indicate 
the message packet transmitted passed the block 
check. 

 
Algorithm A set of rules for solving a problem. 
 
Alphanumeric Capable of utilizing both alphabetic and numeric 

characters such as a display panel, keypad or 
computer keyboard 

 
Application A program consisting of special codes stored in 

memory used to control a SPED and its operations. 
 
ASCII American Standard Code for Information 

Interchange; this standard code is used for 
transmitting data and is composed of 128-character in 
7-bit binary format. 

 
ANSI American National Standards Institute; a private non-

profit organization that administers and coordinates 
the US voluntary standardization and conformity 
assessment system. 

 
Authorization The host computer determines if the requestor is 

authorized to transfer funds using account history and 
PIN entry. 

 
Baud The signaling speed equal to the number of signal 

events per second.  Not necessarily the same as bits 
per second, which is a transfer rate measuring how 
many bits of computer data per second can be sent. 

 
Buffer An electronic device within the terminal that allows 

for the temporary storage of data. 
 

                                                 
1 Parts of this glossary have been borrowed from the Verifone White Paper “Understanding PINs and 
PINPad Security in Debit Transaction”. 

 



Character A letter, number, punctuation, figure or other symbol 
used in a message or in a control function. 

 
Code The set of rules for representing data by groups of 

binary digits. 
 
Control Characters Transmitted characters having special or significant 

meaning to the receiving device. 
 
Controller The master device or terminal that directs the SPED’s 

operations in the application. 
 
Custom Prompts Information on the display panel created specially for 

a particular company or user. 
 
Data Information used by the SPED device that relates to a 

specific transaction or operation. 
 
Debit Card Used in many of the same transactions as a credit card 

except no credit is given and the holder must have 
funds in his or her account to immediately cover the 
transaction. 

 
Decryption A decoding process that allows a terminal or host 

computer with the correct keys to de-encrypt and read 
previously encrypted data. 

 
Diagnostics The procedure for detecting and isolating a problem 

or malfunction with the SPED. 
 
Display Panel The small screen at the top of the terminal or larger 

screen in a kiosk 
 
Download The process of transferring data from one computer or 

terminal to another. 
 
DUKPT Derived Unique Key Per Transaction; a method used 

to enhance security provided by PIN encryption. 
 
Dual Control A process when one individual does not have access 

to the entire information set; sometimes called split 
control. 

 
 
 

 



Echo A process where the receiving device retransmits or 
“echoes back” transmitted data so that the originating 
device can ensure that the data sent was received 
correctly. 

 
Electronic Signature Like the signature on a check, the PIN is the 

electronic checking account signature; see PIN 
 
Encryption An encoding process using master or transaction keys 

that makes confidential data unreadable to 
unauthorized persons. 

 
EOT The End of Transmission control character sent from 

one device to another to indicate the end of each 
transmission. 

 
Error Message A message that is displayed on the SPED device 

when data is entered incorrectly. 
 
External Label The serial number printed on the label on the bottom 

of the SPED unit casing; see serial number 
 
File A collection of records. 
 
Firmware The basic instructions built into the MGR SPED; 

stored in ROM and executed automatically. 
 
Flag A programmed indicator, such as a symbol, signal, 

character or digit used for identification 
 
Hexadecimal The hexadecimal number system has a base of 16 and 

uses the symbols 0-9 and A-F. 
 
Host An authorizing central computer used to process 

transactions; also called a host computer. 
 
Idle Prompt The information shown on the display panel when the 

SPED device is not performing an operation and is 
waiting for a customer to begin a transaction. 

 
IDP Interac Direct Payment; IDP allows Canadian end 

users to use their banking cards to pay for goods and 
services at participating merchants or kiosks; see 
Interac 

 

 



Input The data to be processed by the SPED and host 
computer. 

 
Instant Checking Electronic and virtually immediate transfer of funds 

from one bank account to another when the financial 
transaction takes place. 

 
Internal Serial Number The serial number of the SPED; stored in memory. 
 
Interac A Canadian organization responsible for the 

development and operation of a national network of 
shared electronic financial services. 

 
I/O Short for Input / Output. 
 
I/O Device The SPED is one; equipment used to submit data to 

the host and to provide information from it. 
 
Key In encryption, a key is a data string that, when 

combined with the source data according to an 
algorithm, produces output that is unreadable until 
decrypted.  A key can also be used to decrypt a data 
string. 

 
Loop Back Method of testing in which a known data item is sent 

to a device and returned to be checked. 
 
Message Packet Format A method of framing messages, rather than exact 

timing, that allows devices to recognize the beginning 
and end of each block or message.  Synonymous with 
asynchronous transmission. 

 
Microcomputer A small computer with less memory capacity and 

speed than the larger main frames and minicomputers. 
 
NAK Negative Acknowledgement.  The control character 

sent from one device to another to indicate the 
message packet transmitted did not pass the block 
check. 

 
Packet A collection of data and control characters that are in 

a special format and transferred as a group. 
 
Password A confidential code used to gain access to a host 

computer, terminal, or key injection function. 
 

 



Peripheral An attached device (e.g., a printer or modem) not the 
central processing device or computer, typically used 
for I/O. 

 
 
PIN Personal Identification Number. A 4- to 16-digit 

confidential code or electronic signature used by card 
holders to identify themselves as the proper users of a 
credit or debit card to the host computer. 

 
PIN Block A PIN is normally represented as a four-digit number. 

However, if this number were to be encrypted on its 
own, it would present an easy target for a determined 
“cracker.” To provide better protection, most systems 
first combine the PIN with other data to create larger, 
more complex numbers, often ranging from 16 to 32 
digits.  This augmented number is referred to as a PIN 
block. 

 
PINPad See SPED 
 
POS Terminal A terminal used at the Point-Of-Sale (POS) that can 

process transactions and communicate transaction 
information with a larger remote computer directly 
through a network.  See controller. 

 
Prompt A message appearing on the POS display telling you 

what action is required to what type of information to 
specify. 

 
Protocol A formal set of rules governing the format and timing 

of messages exchanged by the controller and SPED. 
 
Response Packet Automatically generated in response to a request 

packet. 
 
Result The output from testing. 
 
SCD An Interac abbreviation for Shared Cash Dispensing 

at Canadian automated banking machines (“ABMs”). 
SCD allows users to obtain cash or a cash advance 
using their banking, credit or charge card from any 
ABM that displays the Interac logo. 

 
Serial Number The serial number printed on the label on the bottom 

of the SPED unit casing.  See external label 

 



 
SI Shift In; the beginning of SPED message packet. 
 
SO Shift Out; the end of message packet delimiter. 

 
SPED Secure PIN Entry Device.  A secure device that 

allows cardholders to key in their PINs in privacy.  
SPEDs safeguard the PIN from the time the 
cardholder enters the number through its processing 
in the POS system.  Also known as PINPad. 

 
STX Start of Text; the beginning of a SPED message 

packet. 
 
SUART Software Universal Asynchronous 

Receiver/Transmitter; see UART. 
 
Transmission Sequence Typical sequence of communications between devices 

for a particular message packet. 
 
UART Universal Asynchronous Receiver/Transmitter; a 

device chip which provides the connection of the 
SPED device (a serial I/O device) to the 
microprocessor. 

 
Variable A name or label that can have various values assigned 

to it during processing. 
 
Void To clear or delete a transaction
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